@ SYNCDOG

SentinelSecure Active

Monitoring

SyncDog Sentinel Server Agent provides active monitoring correlation for both BlackBerry 5 and 10 servers,
Good for Enterprise as well as ActiveSync. Our solution allows for system and performance monitoring of all
Infrastructure systems as well as user activity. Being able to fully monitor mail flow and other key data points
will allow your enterprise to better secure and provide your end users a stable environment.

Our Dashboard

« Simple design allows you to quickly drill down to view servers in a particular group you have defined.
* Accessible via a desktop, tablet or smartphone using your corporate intranet
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Sentinel Agent Server Group Status.
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@ Good Servers

 View server heartbeat information, validate port connections and review your custom monitoring
items such as mail delivery, server status and other critical infrastructure information.
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@ ok [8/28/2014 9:43:22 AM] 5010 BAS105D.syncdog.net [36443]
G OK [8/28/2014 9:43:22 AM] SD10 license.blackberry.com [443]

@ ok [8/268/2014 9:43:22 AM] spi0  sqL[1433]

@ ok [5/25/2014 9:43:22 AM] n wi SD10  SD1[443]

@ Ok [5/25/2014 9:43:22 AM] Hosted Metadata file at Blackberry (new device OS notification) sp10 origin-www. blackberry.com [443]
@ ok [8/28/2014 9:43:22 AM] RINOC sp10 srp.na.blackberry.net [3101]
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Remote Server Management

 View and manage your servers from a remote location using the Web Interface.
All servers:

 View computer information, memory status, and disk information

« Start and stop services

 Enable/Disable maintenance mode to suppress alerts during approved outages
Blackberry servers:

* Fail over server to passive HA pair

System || Memory Status |[ Services || Processes || Disk Status || cpu |
Services
Q BES10 - BlackBerry Administration Service - Application Stop .
Server [Running]
BES10 - BlackBerry Administration Service - Native Code Stop
Container [Running]
Q BES10 - BlackBerry Controller [Running] Stop
Q BES10 - BlackBerry Dispatcher [Running] Stop
G BES10 - BlackBerry Licensing Service [Running] Stop
Q BES10 - BlackBerry MDS Connection Service [Running] Stop
BES10 - Administration Console [Running] Stop y
@ BES10 - BlackBerry Management Studio [Running] Stop

» Monitor your real-time server or user activity from a simple search interface

Next data refresh:16 seconds

Real-time Log File Monitoring - 8/27 /2014 3:44:20 PM

Search Value: device
Log File:
Monitor Log File for: 1 Minute(s), Until: 8/27/2014 6:44:40 PM

& <I01408-27 18:43:42 482 EDT>[13377]:=MDS-C5_SD15_MDS-C5_2=<DEBUG><LAYER = IPPFP, EVENT =
RemovedSendingQueue, DEVICEPIM = 2adocaBa= P

& <2014-08-27 18:43:38. 794 EDT=[13376]:=MDS-C5_SD15_MDS-CS_2=<DEBUG=<LAYER = IPPP, EVENT =
EndExecuting, TAG = 1046862520, DEVICEPIN = 2adec33a@{B@7d 12458, WVERSION = 16, CONNECGTIONID =
1326811350, SEQUENCE = 3, TYPE = DATA, SIZE = 538, PERIMETERID = 1,64833362-A1F8-42FE-BOSC-
EBSDZ324BD0A>

o =201408-27 18:43:38. 784 EDT=:[13375]:=MD5-C5_5D15_MDS-CS_2Z==DEBUG==LAYER = IPPP, EWVENT =
StartExecuting, TAG = 1048862520, DEVICEPIN = 2adcc38a@[B@7d 12458, VERSION = 16, CONMNECTIONID =
1328811350, SEQUENCE = 3, TYPE = DATA, SIZE = 538, PERIMETERID = 1,84833382-A1F8-42FE-BO5C-
EBSDZ2324BD0A>

®  <7014-08-27 18:43:38.784 EDT>[13373]:=MDS5-C5_SD15_MDS-C5_Z=<DEBUG<LAYER = IPFF, EWVENT =
Receiving, TAG = 1046862520, DEVICEPIN = 2adcc38a@{B@7d1245e8, VERSION = 16, CONNECTIONID =
1326811350, SEQUENCE = 3, TYPE = DATA, SIZE = 538>

s =2014-08-27 18:43:38 885 EDT>[13388]:-=MDS5-C5_SD15_MDS-CS_Z==DEBUG>=LAYER = |IPPF, EWVENT = W
Sending, TAG = 500044503, DEVICEPIN = 2adcc38a@[B@432780a6, VERSION = 18, CONNECTIONID =

Close Window
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« Tracing a user’s message returns both Blackberry and ActiveSync logs for the complete picture.

zoe@syncdog.net

s5ize0TA=653, sizeOTW=581, Transactionld=1046962823, Tag=-295105573,
device=2ADCC38A;648333B2-A1F9-42FE-BOSC-EBSD2324BD0A

BO5SC-EB5D2324BD0A, size=1418, cmd=0x3, Tr......

sizeOTA=1341, sizeOTW=1264, Transactionld=590945495, Tag=18658,
device=2adcc38a;648333B2-A1F9-42FE-B0SC-EB5D2324BD0A

5ize0TA=653, sizeOTW=581, Transactionld=1046962822, Tag=67908125,
device=2ADCC38A;648333B2-A1F9-42FE-BOSC-EB5D2324BD0A

POST /Microsoft-Server-ActiveSyna/default.eas
cmd=5endMailaDeviceType=BlackBerry&User=SyncDog.net%5CzoelDevi......

POST /Microsoft-Server-ActiveSync/default.eas
Cmd=Search&DeviceType=BlackBerry&User=SyncDog.net%5CzoelDevice......

POST /Microsoft-Server-ActiveSync/default.eas
Cmd=5SendMail&DeviceType=BlackBerry&User=SyncDog.net%5Czoe&Devi......

[View] <#03>[30313] (08/28 10:05:46.658): {0x748} {Zoe} Sending external data to
device, contentType=IPPP, routing=540014270, device=2adcc38a;648333B2-A1F9-42FE-
® [View] =#03>[30222] (08/28 10:05:46.658): {0x748} {Zoe} MTH: contentType=IPPP,
[View] =#03=[30222] [08/28 10:05:36.413):{0x394} {Zoe} MFH: contentType=IPPP,
e [View] <14=Location: STELLA - IIS Log 2014-08-28 14:05:31 W35VC1 192.168.168.130
[View] <11=Location: STELLA - IIS Log 2014-08-28 14:05:08 W35VC1 192.168.168.130

[View] <14=Location: STELLA - IIS Log 2014-08-28 14:04:28 W35VC1 192.168.168.130

& [View] <id4=Location: STELLA - II5 Log 2014-08-27 23:19:07 W35V C1 192.168.168.130

Close Window

Network Monitoring Integration

With SentinelServer Agent, detailed BlackBerry, Good or Exchange ActiveSync specific event and warning
conditions can be easily integrated into existing event notification and escalation procedures.

SentinelServer Agent supports all the common network monitoring systems. The product monitors event
and error logs so that your administrators can proactively correct them before service impacts occur.

SentinelServer Agent captures raw log data (instead of SNMP data) and sifts throughit to look for the warning

triggers before real problems affect the enterprise.

Our solution allows you to use our packaged suggested alert triggers
or configure your own customized triggers and notifications without
requiring a reinstall. This flexibility allows you to grow your tool by
giving you an easy way to add new alerts as the Mobility or ActiveSync
solutions develop new features (and bugs).
* You can customize who receives which kind of alerts, allowing
your server team to only receive server alerts and your user

helpdesk or executive support teams to receive critical user
alerts.

Be in control of your investment and have the data you need to make
the right decisions with the click of the mouse.
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Miciosoft Exchange Active Directory Topology [Running]
Miciosoft Exchange Ant-spam Lpdate [Flunning]

Miciosoft Exchange EdgeSync [Running]

Miciosoft Exchange Forms-Based Authentication service [Running]
Micraseft Exchange File Distibution [Funning]

Miciosoft Exchange IMAP [Funning]

Miciasoft Exchange Information Stare [Running]
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Miciosoft Exchange Mail Submission [unring]
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Blackberry Enterprise Server 5.x and 10.x
* End-to-end solution for remote monitoring and troubleshooting of BlackBerry® Enterprise Server™
» Network monitoring system integration
* BlackBerry Enterprise Server management
* BlackBerry Resource Kit automation through robust reporting facility

Good for Enterprise Server 7.x
* End-to-end solution for remote monitoring and troubleshooting of Good for Enterprise Server™
* Network monitoring system integration
» Good Enterprise Server management
« Robust reporting facility
CAS Exchange Server 2003 - 2013

» Remote monitoring and troubleshooting of Community Access Servers Exchange ActiveSync
connection

» Network monitoring system integration
» PowerShell management of ActiveSync users
* Robust reporting facility

Sentinel Management Console and SentinelServer Agent are powerful solutions that quickly plug into
common network monitoring systems to ensure the optimal performance of your servers through event
management, user account management, with a complete reporting facility.

Comprehensive Monitoring Solution

Administrators can use Sentinel Management's robust reporting facility and extensive search engines
to run planning reports and find statistics fast.

Administrative staff can use Sentinel Management's for inventory and managing user data.
* Management can use the product for performance and service benchmarking.

 Help desk staff can use the product to quickly resolve BlackBerry, Good and Exchange ActiveSync
support calls.

SyncDog, Inc.
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